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Existing Home Alarms



Existing Home Alarms

• Vendor tie up

• Backdoors, known vulnerabilities

• Poor home automation integration

• Simplistic features, UI

• Not user-hackable

• NIH



































%{

#include <stdlib.h>

#include <syslog.h>

#include <unistd.h>

#include "evlst.h"

#include "alarm.h«

%}

%i disarm

*:

CmdDayArm > day_arm

CmdLeave > leave

CmdDisarm > disarm

CmdQuit > exit

;

exit:

| set_bit("Siren", MAIN_OFF)

| closelog()

| exit(0)

;

disarm:

| syslog(LOG_INFO, "Disarmed")

| set_bit("Siren", MAIN_OFF)

| unlink(STATUSPATH "dayarm")

| touch(STATUSPATH "disarm")

| set_sensor_active(ALL, OFF)

| zero_sensors()

> living

;

leave:

| set_sensor_active(ALL, OFF)

| set_sensor_active("Door2", ACTIVE)

> wait_for_door_open

;

wait_for_door_open:

| syslog(LOG_INFO, "Waiting for door open")

ActiveSensor > door_open

;

door_open:

| syslog(LOG_INFO, "Opening outside door")

| system("vm shell -v -x 1 -l modem -S /usr/bin/perl " SCRIPTDIR 
"/call.pl 32")

300s > day_arm

;

arm_init:

| zero_sensors()

| set_sensor_active(ALL, ACTIVE)

| ClearCounter(day_alarm)

| unlink(STATUSPATH "dayarm")

| unlink(STATUSPATH "disarm")

;

day_arm:

| call arm_init

| set_sensor_active("Door", DELAYED)

| touch(STATUSPATH "dayarm")

> day_armed

;

day_armed:

| syslog(LOG_INFO, "Day armed")

DelayedSensor > check_entry

ActiveSensor > day_alarm

;

check_entry:

5s > day_alarm

;

day_alarm:

| syslog(LOG_INFO, "Day alarm")

| increment_sensors()

| set_bit("Siren", MAIN_ON)

300s > day_rearm

;

day_rearm:

| syslog(LOG_INFO, "Day rearm")



Possible Features

• Front ends: voice, web, SMS
• Arm on leave
• Forgot something
• Auto night arm
• Night movements
• Visitor entry
• Turn on lights
• Warning on entry
• Auto disarm
• Camera integration





static void
proc_ST_check_entry(void)
{

state_count[ST_check_entry]++;
syslog(LOG_DEBUG, "state: ST_check_entry (%d)", 
state_count[ST_check_entry]);
register_timer_event(5, EV_TIMER_5);

for (;;) switch(get_event()) {
case EV_CmdDayArm: state = ST_day_arm; return;
case EV_CmdLeave: state = ST_leave; return;
case EV_CmdDisarm: state = ST_disarm; return;
case EV_CmdQuit: state = ST_exit; return;

case EV_TIMER_5: state = ST_day_alarm; return;

}
}



Metrics

• DSL file: 238 lines

• Other C code: 374 lines

• Compiler DSL to C: 128 lines

• Visualizer DSL to dot: 66 lines

• Generated C code: 688 lines



Lessons Learned

• DSL flexibility

• Need for (difficult) testing

• Need for maintenance, upgrades

• DSL survived complete upgrade

• Difficult for non-experts
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